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PERSONNEL SECURITY 

Clearance of Personnel 

9. Ai l persons, civilian and mil i tary, who se duties require 
access to information classif ied CONFIDENTIAL or above should be 
cleared before such access is authorized. This clearance should be 
designed to determine whether such individuals are of: 

(a) unquestioned loyalty; and 

(b) such character, habits, associâtes and discrétion as to 
cast no doubt upon their trustworthiness in the handling 
of classif ied information. 

Particularly close scrutiny in the clearance procédures should be 
given to: 

(c) persons to be granted access to TOP SECRET 
information; 

(d) ail persons occupying positions involving constant 
access to a considérable volume of information 
classif ied SECRET; 

(e ) persons originating from or having connections of any 
nature, directly or indirectly with nationals of countries 
with spécial security risksÇl); and 

( f ) any other persons who may be vulnérable to pressure 
from foreign or other sources. 

In the circumstances outlined in sub-paragraphs (c) , (d) t (e ) and ( f ) 
above, the fullest practicable use should be made of the technique of 
background investigation. 

10. When persons such as messengers, night custodians, etc., 
are employed in circumstances in which they wil l have spécial opportunité es 
to obtain improper access to classif ied information, considération should 
be given to their f irst being security cleared as if they were, in fact, 
authorized to have access to information of the ïame classification» 

Removal of Personnel 

11. Persons who are considered to be security risks such as 
those who are members of subversive organisations, or those concerning 
whose loyalty or trustworthincas there is reasonable doubt, should be 
excluded or removed from positions where they might endanger the 
security of the nation. 

(1) A list of countries w ith spécial » ceu; ri ty r i a k g is al Anne* è to Enelosure 
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BRIEFING 

33. Before having access to COSMIC TOP SECRET information, all 
persona will be b rief ed on NÀTO security procédures and the conséquences 
which the law or administrative or executive arder oí their nation pro vide s 
when classif ied information passes into unauthorized hands either by inlent 
or through négligence» P e r son s with access to NATO SECRET, N A T O 
CONFIDENT IA L and NATO REST RI CT £D information will be made aware 
of the appropriate NATO security régulations and of the conséquences of 
negligence. 

34. It is important that peraons who are required to handle NATO 
classif ied information are initiaiiy macie aware, and periodically reminded, 
of the dangers to security a n sing from indisc reet conversation with persona 
having no need-to-know, on their relation ship with the press, and ori the 
threat presented by the aciivities of hostile intelligence. Such persona will, 
be thoroughly briefed on these dangers. 

35. Such personnel must be urged io report immediately to the 
appropriate security authoritj es any contacts they ma y have with nationale 
of countries ,with special security r isks( l ) occurring ©«Iside their normal 
duties and any approach or manoeuvre with suspicions of an intelligence 
background. 

36» Al l personnel norrnally expo sed to frequent contact with représent-
atives of countries with special security riskg musi be given a briefing on the 
techniques known to be employed by varions intelligence services. 

37. Person« who have access to NATO classif ied information and who 
intend to travel to or through (including scheduled stop-overs by air ( ravel ) 
countries with »pecial security rtskaor to any destination by any form of 
transport that b elong s to, i.e. regi stered in, or managed from such a country, 
s hall, before commenci ng their journey: 

(a) be given a thorough briefing aboat the security hazards which 
may be involved. Düring the briefing, they will be requested 
to report as soon as they return on any occurrence, no matter 
how unimportant il rr a y seem, which. could have security 
implication 

|

(b) if serving in NATO com ma nd s or agencies, obtain prior approvai 
for the journey t rom the head (or the of f icer designated by him) 
of their NATO commaud or agency; 

(c) if holding permanent or temporary NATO passes or NATO Civil 
Wartime Agencies* uíentification carda, deposit these documents 
in a secare place. 

( ì j A list of countries with «•. risks is al Annex 6, 
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37. 1 Heads of NATO commanda and agencies musí seek prior authority 
from the prospective trave l ler 's National Security Authority before granting 
permission for the visit to take place. The Head of a NATO command or 
agency has absolute discrétion to grant or refuse a request, except that he 
may not grant permission when the National Security Authority has recommended 
refusai. Additionally, the NOS wil l be consulted in cases involving NATO civil 
agencies, and the appropriate mil i tary security authority wil l be consulted in 
cases involving NATO mil i tary commands or military agencies. 

37. 2 Staff of NATO commands and agencies whose dependents wish to 
make similar journeys s hall notify the security authority in their NATO command 
or agency prior to the journey. The dependents will be suitably briefed and 
debriefed, preferably by the security authorities concerned, or , if this is 
impracticable, by the person whose dependents are making the journey. 

37. 3 The procédures in paragraphs 37, 37. 1 and 37. 2 above are without 
prejudice to any more stringent régulations of the travel ler 's parent nation 
which exist. 

ACCESS TO NATO CLASSIFIED INFORMATION 

38. Each individual in possession of NATO classif ied information is 
responsible for ensuring that persons to whom it is passed are authorized to 
have access to information of at least that spécifié classification. 

39. The responsibility for authorizing access to NATO classified 
information, and for the briefing of personnel on the NATO security procédures, 
rests with the responsible of f ic iais of the government department or NATO 
command or agency in which the person is to be employed. 

40. Member nations and the Heads of NATO commands and agencies 
sponsoring delegates to conférences and meetings away from their parent 
organizations will transmit certification to the appropriate authorities that 
such delegates are authorized to have access to NATO classif ied information 
of the appropriate level. Exceptionally, such certification may be hand-
carried by the delegates concerned. A copy of the certi f ícate of security 
clearance to be used for all visits, except repeated visits or visita to facil it ies 
in more than one member country to be made under the terms of Section VI of 
Enclosure " D " , is at Annex 4. 

41. Persons outside regular government or NATO employment on 
NATO ©r national, business requiring access to NATO classified Information 
do H o under the sponsornhip of their own government and will be security 
cleared and briefed as to their responsibí lity for security. 

ACCESS TO COSMIC TOP SECRET INFORMATION 

42. Access to COSMIC TOP SECRET information must be specially 
controlled. Those who are required to have such accès» will be specif icall f 
designated by the government department or NATO command or agency 
concerned, and their ñames will be recorded in the appropriate COSMIC 
registry or control point. 
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SECTION IV 

PHYSICAL SECURITY 

GENERAL 

48. This Section lays down the poiicy and minimum standards for 
the physical security measures for the protection of NATO classified information. 
The object of physical security measures is to prevent an unauthorized person 
frorr) gaining access to NATO classified information. 

SECURITY REQUIREMENTS 

49. The premises in which NATO classified material is housed will 
vary greatly, ranging from the large government department in a capital city to 
a tent pitched in a field, and the security measures necessary will vary also. 
In some buildings there is much NATO classified information which requires 
safeguarding and in these,comprehensive physical security measures will be 
necessary. In other buildings there may be little NATO classified information 
and it may be possible to arrange that ail highly classified material is kept in 
one safe or strong room, or under permanent guard. 

50. In deciding what degree of physical security protection is neces-
sary, account must be taken of ail relevant factors such as: 

the level of classification and category of information; 

the amount and form of the information held; 

the security clearance and need-to-know of the staff; and 

the locally assessed threat from hostile intelligence services, 
and terrorist and criminal activities. 

51. The physical security measures achieved must be designed to: 

(a) deny sur r eptitious or fore ed entry by an intruder; 

(b) deter, impede and detect actions by di s loyal personnel (the 
spy within); and 

(c) allow for ségrégation of staff in their access to NATO classified 
information in accordance with the principle of need-to-know. 

PHYSICAL SECURITY MEASURES 

Security Areas 

52. Areas where information classificd NATO CONFIDENTLAL or 
higher is handled and storrd must be organized and structure«! so as to cotre» 
spond to one of the following: 

(a) Class I Security Area: an area where NATO CONFIDENT1AL 
information or higher and of any category is handled and stored 
in such a way that entry into the area constitutes, for ali practical 
purposes, access to classified information, e.g. document regi-
stries and operations centres. Such an area requires: 
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( i ) a clearly defined and protected perimeter through which ail 
entry and exit is controlled; 

( i i ) a control of entry system which admit s only those appropriately 
cleared and specially authorized to enter the area; 

( i i i ) spécification of the level of classification and the category of 
the information normally held in the area, i . e. the information 
to which entry gives accès s; 

(b) Class 2 Security Area? an area where NATO CONFIDENTIAL 
information or higher and of any category is> handled and stored 
in such a way that it can be protected by controls established 
internally from access by unauthorized persons, e. g» premises 
containing of f ices in which information classif ied NATO CONFI-
DENTIAL and higher is regularly handled and stored. Such an 
area requires: 

( i ) a c learly defined and protected perimeter through which ail 
entry and exit is controlled; 

( i i ) a control of entry system which admits unescorted only those 
cleared and specially authorized to enter the area. For ail 
others, provision is made for escorts or équivalent controls 
to prevent unauthorized access to NATO classif ied information 
and uncontrolled entry to areas subject to technical security 
inspections, 

Those areas which are not occupied by duty personnel on a 24 hour 
basis wil l be inspected immediately after normal working hours to ensure that 
NATO classif ied information is properly secured. 

Adm ini strative Zone 

53. Around or leading up to Class I or ClassU Security Area an 
Administrative Zone of lesser security may be established. Such a zone requires 
a visibly defined perimeter within which possibility exista for control of personnel 
and vehicles. NATO RESTRICTED information only will be permitted to be hand-
led and stored in Administrative Zones, 

Control of Entry 

54. Entry into Class I and Class H Security Areas will be controlled 
by a pass or personal récognition system governing the regular staff. A system 
of control of visitors designed to deny unauthorized access to NATO classif ied 
information must also be established. Whenever possible« a pass should not show 
in clear text or symbole? the identity of the issuing organisation .ind'or the place 
to which its holder is allowed entry. Pass system» may be supported by auto-
rnated identification, which should be regardée! as a supplément to, but not a total 
replacement fo r , guards. 

Guards 

55. When guards arc used to ensure the integrity of security areas 
and NATO classif ied information they must be appropriately cleared, qualtftrd 
by training and supervised. 
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55.1 Patro ls of Class I and Class II security areas should take place 
outside normal working hours and on non-working day s at intervais to be determ* 
ined by the security authority in the light of the locai threat. The patrols shall 
ensure that N A T O classi f ied information is properly protected and that the re is 
no sign of any untoward incident. 

55. 2 In order to improve general guard coverage and, for security 
areas where in the interests of security it ha s been determined that members of 
the guard f o r ce may not have direct entry, intruder detection by means of devices 
such as closed circuit te levis ion, alarm system or visual inspection ports should 
be provided. The f o rmer devices may also be employed as Substitutes f o r patrols. 

55. 3 The response f o r c e required is to pro vide a minimum of two guards 
to any point of a security d isorder on the site without weakening site protection 
e lsewhere. Guard response to a larm s or emergency signais shall be tested and 
must be within a t ime l imit evaluated as capable of preventing an intruder*s access 
to the N A T O c lass i f ied information being protected. 

« 

Security Containers and Strong Rooms 

56. Containers used for Storage of N A T O c lass i f ied information are 
divided into three c lasses : 

- Class A : containers nationally approved for Storage of COSMIC T O P 
SECRET information within a Class I or a Class II Security Area ; 

- Class B* containers nationally approved fo r Storage of N A T O SECRET 
and N A T O CONFID ENTI A L information within a Class I or a Class II 
Security Area ; 

- Class C: o f f i c e furniture suitable for Storage of N A T O RESTRICTED 
information only. 

57. Fo r strong rooms constructed within a Class I or a Class II 
Security A rea and for all Class I Security A r eas where information c lass i f ied 
N A T O CONFIDENTIAL and higher is stored on open shelves or di splay ed on 
Charts, maps, etc, the walls, f l oo rs and cei l ings, door( s) with lockfs) must be 
cer t i f i ed by a national security authority to off er équivalent protection to the 
class of security container approved for the Storage of the N A T O c lass i f ied 
information involved. 

Locks 

58. Locks used with security containers and rooms in which N A T O 
c lass i f ied information is stored shall meet the following standards: 

- Group A : nationally approved for Class A containers; 
- Group B: nationally approved for Class B containers; 
- Group C: suitable for Class C o f f i c e furniture only. 

Control of keys and combinations 

59. Keys of security containers should not be taken out of the o f f i c e 
building. Combination settings of security container« wi l l be committed to mem-
ory by per son s needing to know them. Spare keys and a written record of each 
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combination setting for use in an emergency should be held in sealed opaque 
envelopes by the government department or NATO command or agency concernèd. 
Working and spare security keys should be kept in separate containers. The 
record of each combination should be kept in a separate envelope. The keys and 
the envelopes should be given security protection no less stringent than the mat-
erial to which they give access. 

60. Knowledge of combination setting s of security containers wil l be 
restricted to the smallest possible number of persons. Setting s will be changed: 

(a) at intervais of not more than six months; 

(b) whenever a change of personnel occurs; 

(c) whenever a compromise ha s occurred or is suspected. 

Intruder Detection Devices 

61. When alarm systems, closed circuit television and other electric 
devices are used in the protection of NATO classif ied information, electricity 
must be provided through permanently connected external mains supply with a 
rechargeable standby battery. Another basic requirement is that a malfunction 
in or tampering with such systems shall result in an alarm or other definitive 
warning to the monitoring personnel. 

Approved Equipment 

62. National security authorities wil l maintain, from their own or from 
bilateral r©sources, lista of equipment which they have approved for the direct or 
indirect protection of NATO classif ied information under varions specified circum-
stances and conditions. NATO commanda and agencies wil l consult with their host 
nation before purchasing such equipment. 

Physical Protection of Copying Machines 

63. Copying machines must be physically protected to the extent neces-
sary to ensure that only authorized persons can use them and that ali classif ied 
producta are properly controlied. 

PROTECTION AGAINST OVER LOOK ING AND EA V ESDROPP1NG 

Overlooking 

64. When N A T O classif ied information is at risk from overlooking, 
appropriate measures must be taken to counter this risk under daylight as well 
as arti f icial light conditions. 

Eavesdropping 

65. Off ices or areas in which highly classif ied information is regularly 
discussed must be protected against passive and active eavesdropping. 

65. I. Protection against passive eavesdropping - the leakage of class-
i f ied information via insecure communications or by over tea ring directly - will 
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involve technical security inspections as described in paragraph 65.3 below 
and may involve soundproofing walls, doors, f loors and ceiling®. 

65.2 Protection against active eavesdropping - the leakage of c lassi-
f ied information by wired microphones, radio microphones or other implanted 
devices - requires a technical security inspection of the fabric of the room, its 
furnishings and fittings and its of f ice equipment, including of f ice machines and 
communications. 

Technically Secure Areas 

65. 3 Areas to be protected against eavesdropping should be technically 
inspected at least once a year and after any entry by uncleared and unsupervised 
people for maintenance work, redecoration and the like. These areas are to be 
designated as technically secure areas and entry to them must be specially con-
trolled. They should be kept locked when not occupied and the keys treated as 
security keys. No new furnishings or equipment should be allowed in until in-
spected and approved by the technical security authority. Whenever possible, 
telephones should not be installed in areas which are technically inspected. 
Where their installation is unavoidable, and where the nature of the telephone 
system makes this desirable, telephones should be provided with a positive 
disconnect device. 

Examination of electric 'electronic o f f ice equipment 

65. 4 Before being used in those areas where meetings or work is 
being performed which involves highly classi f ied NATO information or the 
threat is considered to be high, communications equipment and electric or 
electronic o f f ice equipment of any kind should be examined by technical or 
communications security experts to ensure that no intelligible information 
is inadvertently ' i l l ic i t ly transmitted by such equipment beyond the perimeter 
of the appropriate security area. 
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Security of Courier and Messenger Personnel 

107. Ail couriers and messengers employed to carry documents classified 
NATO CONFIDENTIAL and above will be security cleared by the appropriate 
national authority. There is, however, no necessity for such persons to be 
briefed on NATO security procédures. Couriers and messengers wi l l be 
instructed on their duties for protecting the documents entrusted to them. 

Personal Carriage 

108. Each member nation and NATO command and agency wi l l préparé 
instructions covering the personal carriage of documents classif ied NATO 
CONFIDENTIAL. and above by hand of persons other than couriers and messengers 
based on these régulations. These instructions wi l l make it clear that: 

(a) in no circumstances may COSMIC TOP SECRET documents be 
carried internationally; 

(b) the bearer must be cleared for access to at least the level of 
classification of the documents carried; 

(c) a record must be kept in the appropriate registry in the case of 
COSMIC TOP SECRET documents and in the appropriate offices, 
in the case of NATO SECRET or CONFIDENTIAL documents, of 
ail documents carried. The receipt for the documents or the actual 
documents, if returned, must be checked against this record; 

(d) the documents will be carried in a locked container which will bear 
a label with an identification and instructions to the finder; 

(e) the documents must not leave the possession of the bearer unless 
they are housed in accordance with the provisions for safe custody 
contained in Section IV, i. e. the documents must not'be left 
unattended (e. g. in hôtels, and vehicles) or stored in hôtel safes 
or luggage lockers; 

(f) the documents must not be read in public places (e. g. in aircraft, 
trains, etc. ); 

and, when international carriage is involved, that: 
(g) the container or document package will be covered by an officiai 

seal, or likewise protected under procédures designed to prevent 
customs examination; 

(h) the bearer must carry a courier certificate (copy at Annex 5) 
recognized by ail NATO nations authorizing him to carry the 
package as identified; 

(i) the bearer must not travel either by surface routes through non-
NATO nations or by air routes over countries with spécial security 
risks (sec Annex 6). When speed i* of paramount importance, this 
restriction may be waived on the spécifié authority of the head of 
the NATO command or agency or his authorised désignât« or by the 
appropriate authority of the member nation. 

The bearer will be required to read and sign these instructions. 
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(Revised 5.9.80) . 72 . ANNEX 6 to 
ENCLOSURE* " C " to 
C^M(55^5"( F INAL ) 

COUNTRIES WITH SPECIAL SECURITY RISKS 

Popular Republic of Albania 

Berlin (East) 

People 's Republic of Bulgaria 

People 's Republic of China 

Republic of Cuba 

Czechoslovak Socialist Republic 

German Democratic Republic 

People 's Republic of Hungary 

Democratic State of Kampuchea 

Korean Democratic People 's Republic 

People 's Democratic Republic of Laos 

Mongolian People ' s Republic 

Pol ish People 's Republic 

Socialist Republic of Romania 

Union of Soviet Socialist Republics 

Socialist Republic of Vietnam 

Socialist Federal Republic of Yugoslavia 
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